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DETAILED ACTION 

This Office action is in response to Applicant's Remarks filed August 18, 2008. 

Claims 1, 5 and 14-34 remain cancelled. 

Claims 2-4 and 6-13 are pending and herein considered. 



Response to Arguments 

Applicant's arguments filed August 18, 2008 have been fully considered but they 
are not persuasive. 

In response to Applicant's first set of arguments appearing on page 2 of the 
remarks concerning England's alleged failure to describe "an instruction to launch a 
code module to establish a trusted system environment" as claimed in claim 3, the 
Examiner respectfully disagrees. The Examiner draws attention first and foremost to 
column 3, lines 36-44 wherein England teaches a "new class of secure operation called 
curtained execution, because it can be curtained off and hidden from the normal 
operations of the system. The Examiner has equated England's "curtained execution" 
with Applicant's "trusted system environment" insofar as it serves to securely execute 
particular code modules in an environment where access to memories, processors and 
any other communication to the system are limited based on their trustworthiness in 
order to provide a trusted system environment that may be trusted. The Examiner 
maintains that England's operation of these "trusted code modules" from secure 
memory without interruption by any other processes teaches Applicant's "trusted system 
environment" while England's "CCALL instruction" to launch a module to verify that the 
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necessary privileges and protections are in order to establish the trusted system 
teaches Applicant's "instruction to launch a code module to establish a trusted system 
environment" (col. 9 line 52 thru col. 10 line 65). 

In response to Applicant's next set of arguments appearing on page 2 of the 
remarks concerning England's alleged failure to describe "verifying, by the processor in 
response to receiving an instruction, that the environment of the processor is 
appropriate to launch the code module" as claimed in claim 3, the Examiner respectfully 
disagrees. The Examiner would first like to draw attention to column 6, lines 53-45 
wherein England discloses the loading of code and data "under the proper conditions." 
These conditions, or "appropriateness" as Applicant prefers to call them, are further 
elaborated on in column 9 lines 60 thru 67 as well as the entirety of column 10. 
England discloses in these portion, "logic 356" that may be used to determine whether 
or not to execute a curtained code by comparing the rights of that particular piece of 
code, whether or not the processor is already busy executing some other curtained 
code, and whether the code exists within secure memory. These are just a few of the 
checks that England's system does before verifying in response to receiving a CCALL 
instruction, that the environment of the processor, memory, and general status of the 
computer, is appropriate to launch the code module. 

In response to Applicant's third set of arguments appearing on page 2 of the 
remarks concerning England's alleged failure to describe "updating, by the processor in 
response to verifying that the environment of the processor is appropriate, event 
processing to support launching the code module" as claimed in claim 3, the Examiner 
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respectfully disagrees. The Examiner would first like to draw attention to column 8 lines 
65-67 and column 9 lines 1-19 wherein England discloses the verification procedure 
discussed above, as well as the way in which certain opcodes are restricted to 
executing only when the CPU is in a trusted system environment executing curtained 
code. England goes on in column 10, lines 25-65 the way in which the "control unit 350 
must ensure atomicity in executing the curtained code" in order that "once started, the 
code must perform its entire operation without interruption from any point outside the 
secure curtained-memory regions." England takes this one step further, but 
"preventing] interrupts] from subverting curtained code" by issuing a "privileged 
instructions that [cause] a microprocessor to switch off all interrupts until a companion 
instruction switches them back on." By updating the processor's event processing in 
this way, the curtained code module may be launched and securely executed in 
response to verifying that the code module is in fact appropriate and that the system 
and its memories and processors are ready and able to run it securely. 

Regarding Applicant's next set of arguments appearing at the top of page 3 of 
the remarks and consisting of a general listing of the remaining limitation of claim 3, 
Applicant's arguments fail to comply with 37 CFR 1 .1 1 1 (b) because they amount to a 
general allegation that the claims define a patentable invention without specifically 
pointing out how the language of the claims patentably distinguishes them from the 
references. A simple listing of claim limitations followed by a general statement that the 
reference "does not describe any of these limitations" is insufficient insofar as it 
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amounts to a general statement of patentability without acknowledging those sections 
specifically sited by the Examiner in her rejection of those limitations. 

It is based upon the arguments presented above in view of the reference in its 
entirety that the Examiner maintains her 35 USC 102 rejection of claims 2-4 and 6-13. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 2-4 and 6-13 remain rejected under 35 U.S.C. 102(e) as being 
anticipated by US Patent No. 6,651,171 B1 by England et al. 

Regarding claim 2, England discloses transferring a number of bytes specified 
by an operand from a memory (col. 7 lines 35-56). 

Regarding claim 3, England discloses a method comprising 
receiving, by a processor, an instruction to launch a code module to establish a 
trusted system environment (col.8 lines 42-44; col.9 line 52 thru col. 10 line 65); 
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verifying, by the processor in response to receiving the instruction, that the 
environment of the processor is appropriate to launch the code module (col. 6 lines 53- 
54; col. 8 lines; col. 9 line 60 thru column 10 line 65; col. 15 lines 40-44); 

updating, by the processor in response to verifying that the environment of the 
processor is appropriate, event processing to support launching the code module (col. 8 
lines 34-48 and 65-67; column 9 lines 1-19; col. 10 lines 25-65); 

locking, by the processor in response to updating event processing, a processor 
bus coupling the processor to other processors (col. 9 lines 15-19; col. 10 lines 51-55, 
61-65; col. 11 lines 36-39); 

configuring, by the processor in response to locking the processor bus, a cache 
memory of a processor to operate in a private ("curtained") mode in which requests 
within the memory range of the cache are satisfied by the cache and cache lines are not 
replaced or invalidated in response to snoop requests on the processor bus (col. 3 lines 
35-43; col.7 lines 43-48; col. 10 line 55-59), 

transferring, by the processor in response to configuring the cache memory to 
operate in the private mode, the code module to the cache memory of the processor 
(col.7 lines 43-48); 

determining, by the processor in response to transferring the code module to the 
cache memory, that the code module stored in the cache memory is authentic col.7 
lines 48-52; col.8 lines 11-14) and 

executing the code module from the cache memory in response to determining 
that the code module is authentic (col.8 lines 2-4). 
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Regarding claim 4, England discloses invalidating the cache memory prior to 
storing the code module in the cache memory (col.6 lines 6-67). 

Regarding claim 6, England discloses determining whether the code is authentic 
based upon a digital signature of the code module (col. 13 lines 27-40). 

Regarding claim 7, England discloses obtaining a first value from the code 
module stored in the cache memory and computing a second value from the code 
module (col. 13 lines 15-26); and determining that the code module is authentic in 
response to the first value and the second value having a predetermined relationship 
(col .7 lines 1-34, 57-67; col. 13 lines 15-26, 61-67). 

Regarding claim 8, England discloses retrieving a key (col. 13 lines 15-26), 
decrypting a digital signature of the code module with the key to obtain a first value and 
hashing the code module to obtain a second value (col. 13 lines 15-26); and executing 
the code module in response to the first value and the second value having a 
predetermined relationship (col. 13 lines 15-40, 61-67). 

Regarding claim 9, England discloses wherein decrypting comprises using the 
key to RSA-decrypt the digital signature, and hashing comprises apply a SHA-I hash to 
the code module to obtain the second value (col. 13 line 8 thru col. 15 line 50). 
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Regarding claim 10, England discloses retrieving the key from a processor used 
to execute the code module (col. 15 lines 19-52; ol.1 1 lines 27-39). 

Regarding claim 11, England discloses retrieving the key from a chipset (col. 15 
lines 19-52; col. 11 lines 27-39). 

Regarding claim 12, England discloses retrieving the key from a token (col.7 
lines 57-67). 

Regarding claim 13, England discloses receiving the code module from a 
machine readable medium (col. 6 lines 35-46). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tamara Teslovich whose telephone number is 
(571)272-4241 . The examiner can normally be reached on Mon-Fri 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Tamara Teslovich/ 
Examiner, Art Unit 2437 

/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2437 



